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Whistleblowing
channel misuse
and unsafe
submissions

Description

Restore Britain publishes a
tiered whistleblowing
approach (low sensitivity via
submission link; medium via
Signal; high via an Onion
address) and warns against
uploading
confidential/personal/classifie
d documents via the low-
sensitivity route. This requires
strong intake controls, user
guidance, and disciplined
internal handling. (Source:
Restore Britain
Whistleblowing)

Submissions arrive through
appropriate channels and are
processed safely, minimising
risk to sources and the
organisation.

Public guidance exists;
internal triage, staff training,
evidence handling SOPs, and
escalation points must be
operationalised.

Implement intake triage and
channel-correction scripts;
train handlers; create a
secure evidence workflow and
escalation path for high-risk
submissions.
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High-risk disclosure is
submitted via the
wrong channel.

Risk Event
[uncertainty]Cause Consequence

Public unfamiliarity
with secure
disclosure plus
urgency of reporting.

Source harm risk plus
reputational/legal
exposure.
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Last Review Date

44 Winter,
David

15Aug2616
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Mitigating Actions / Response

#1 Make training program for handlers. Winter,
David

29Apr26

#2 Implement a secure - evidence workflow Winter,
David

29Apr26

#3 Make a policy for priority handling  of comments tagged as Whistleblow Winter,
David

29Apr26
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A whistleblower submits high-
risk material through an
unsafe channel; identity is
exposed; material is
mishandled.

What Could Go Wrong?

 H-1
 C-1
 Q-1
 S-1

Top Risk Mitigation
Implement intake triage and channel-correction scripts; train handlers; create a
secure evidence workflow and escalation path for high-risk submissions.

Top Risk Summary
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